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There is no consensus in the definition of cyber crime, but it may be defined as any criminal activity that uses telecommunication and informatics (telematics) as the medium of attack. Cyber security is any activity that secures resources to prevent cyber crime or defend against cyber attacks. Cyber security activities can be in the form of security hardening or penetration testing. In cyber security, when information assets that are accessible through a web server need to be protected, it is a web security. 
Web security have become the most prevailing way of delivering service to people today. Ranging from commercial businesses, corporate bodies to education institutions, web application is seen to be a convenient way to provide services due to its ubiquity. Unfortunately, putting a database on the Internet may actually danger an organization’s security. The vulnerability of web applications invite threats and web attacks by malicious hackers who intend to access sensitive data in the databases. 
SQL Injection attack (SQLIA) is one of the techniques used to attack databases through a website. SQLIA has made to the top of the OWASP, Top 10 Web Application Security Risks in 2010, 2013 and 2017. This attack tries to gain access to sensitive data directly by injecting malicious SQL codes through web application. SQLIA also cen be used for defacing a web site. The wide spread of SQLIA is worrying. The concept of making  databases to be publicly accessed has made this attack become a popular approach for adversary to compromise data. According to UK Security Breach Investigations Report on Analysis of Data Compromise Cases released by 7Safe, a whopping 60% of all breach incidents examined involved SQL injections. This situation raises the need for a security mechanism that can prevent such vulnerability from being exploited by irresponsible parties. 
Realizing the above fact, some organizations rely on firewall to do all the detection and prevention of attack. Unfortunately, the widespread deployment of firewalls and network intrusion detection systems (NIDSes) can only provide limited protection to the majority of databases used by web-based applications. Others on the other hand, choose to train the web developers and programmers on good programming practice and corrective measures. The awareness of security implications of source codes has been a known activities amongst programmers. Nonetheless, these approaches are not be enough to secure the legacy system since the process of revising and rewriting the entire existing code is not easy and cost-effective. The complexity of the web services available today is pretty challenging, since it is difficult to encounter all possible exceptions to the expected behaviour of web servers and web applications.
This class will present a way to prevent and detect intrusion through the deployment of reverse proxy with an intrusion and prevention mechanism built in against web attacks especially SQLIA. With the flexibility offered in server logging process, we obtain and analyse preferred data to visualize the type of attack based on logs information. Our graph visualization development monitors three web security aspects, i.e. the top traffic blocked attempted by IP address, number of regular expression rules violated and detect the rules of intrusion detection.
